Meponpusamusa no npoghunakmuke XumieHuii OEHEHCHbIX CPEOCH 8 ZPAHCOaH,
COGEPUEHHDBIX C UCNONB306AHUEM UHPOPMAUUOHHO-MENEKOMMYHUKAUUOHHBIX
mMexHOo102ull

Cdepa nabOpMAIIMOHHO-TEIICKOMMYHHKAITMOHHBIX TeXHOJIOTHH (nanee o tekcty UTT) 3arparuBaet
Bce cdeppl KH3HM COBpEMEHHOro obOmecTBa. Konn4yecTBO MNpecTyIIeHHW, COBEpIIAEMBIX C
ucnoinbs3oBanueM UTT, HEYKIIOHHO pacTeT, METO/Ibl, CIIOCOOBI U CPEACTBA UX COBEPILIEHUS CTAHOBSTCS BCE
CJIO’KHEE U U3O0ILPEHHEE.

Taxk, B 2022 rony noapazaeneausimu OB/l BeisiBieHo 6osiee 100 ThIC. IpecTyIUICHUH, COBEPIICHHBIX
¢ ucnonn3oBanueM UTT, B chepe komnbproTepHON MHPOPMALIUK, C UCIIONB30BaHUEM ceTH «/HTepHeT», a
TaK)Xe C MCIOJIb30BaHUEM CPEJICTB MOOUIILHOM CBSA3H.

Bomnpocsl, cBsizanHble ¢ ucnons3oBaHueM HWTT Ha 3aKOHOIATEIBHOM YPOBHE PEryJIHPYIOTCS
®denepanbHbIM 3ak0HOM OT 27.07.2006 Ne 149-D3 «O6 nndpopmanuu, HHOOPMAITHOHHBIX TEXHOJOTHUIX U O
3ammTe WH(pOpMAMUy». 3aKOHOAATENBHBIE aKThl, pa3paboTaHHBIE HAa €r0 OCHOBE, B IIEJIOM IO3BOJISIOT
PockomHan3opy BO B3aMMOJEHCTBUM C ONEpPATOPaMU CBSI3M U OPraHU3aTOPaMH PACIPOCTPAHEHUS
nHpOpMaINH, OCYIIECTBIATh BeieHue «EnnHOro peectpa TOMEHHBIX IMEH, yKa3aTesel CTpaHuI] CAaiTOB B
UTT ceru «UHTEepHET» M CETEBBIX aIpEecOB, TIO3BOJSIONINX HWACHTU(DUIHUPOBATH CANUTBI B CETH
«aTepHeT», coaepkamme WHGOpPMAIMIO, paclpocTpaHeHne KoTopod B Poccuiickoit ®Denepannu
3aMpereHo.

[Ipunstue ®@enepanbHoro 3akoHa ot 27.06.2018 Ne 167-®3 «O BHeceHUU U3MEHEHUI B OT/IEIbHbBIE
3aKOHOJATeNbHbIe aKkThl P® B 4acTU NPOTUBOACHCTBUS XHILECHUIO JEHEKHBIX CPEICTB», IMO3BOJIUII
KpEeIUTHO-(DMHAHCOBBIM OpPTraHU3aIMsIM CBOCBPEMEHHO OJIOKMPOBATh HE3aKOHHBIEC TPAH3aKIIMHU, BOSMEIIATh
yiep0 OoT HUX.

B cootBerctBUn ¢ ®enepanbabiM 3akoHOM OT 23.04.2018 No 111-®3 «O BHeceHMH M3MEHEHHUU B
VYronoBHbIi Koaekc POy, yxecToueHO HaKa3aHHUE 3a XUIICHHUE JCHEKHBIX CPEACTB ¢ OAHKOBCKOTO cueTra
WM 3JIEKTPOHHBIX JIEHEKHBIX CPE/ICTB.

[Ipu sTOM HMerIIMeEcs HOPMATUBHBIE MPABOBBIE AKTHI HE B IMOJHOM Mepe MO3BOJSIOT pelaTh
nocrasieHHble nepeg MB/I Poccun 3amaun.

Tak, nepBuuHBIM criocobom 60pb0bI ¢ mpectynHocThio B chepe UTT sBnserca ee nmpodunakTuka,
KoTopasi OepeT CBO€ Hauaja C MpaBWJ TOBEIEHUS TIpaKIaH, B OTHOLIEHUH KOTOPBIX IMPOUCXOIAT
MomeHHH4yeckue neiictBus B chepe UTT. M3yuenne BuoB mpectynHoi nestenbHocTH B chepe UTT,
METOJIOB UX COBEPIIEHHUS, METOJIOB JOCTHKEHHUS 1IeJI U 0OMaHa, U3y4eHHe METOAMK U MPaBUJI IOBEICHUS
rpaxJaaH OpU OOIIEHHMM C NPECTYNHUKAMH, MO3BOJMT MNPO(UIAKTUPOBATh YKa3aHHOE HaIpaBleHUE
MPECTYMHON AESITENbHOCTH U IPecedb HACTYIJIEHUE BPEIHBIX MOCIEACTBUM.

Haubonee pacnpocTtpaHeHHble BuIbl MoleHHH4YecTB B chepe WTT, a Taxke mNpU3HAKH
MOILIEHHUYECKUX CXEM:

1) npuoOperenne ToBapoB W yciayr mocpenctBoMm cetu «MHtepHer». Ilpumep: co3maercst caiit-
«OJHOCTPAaHUYHHUK», Ha KOTOPOM BBIKJIAJbIBAIOTCS TOBaphl OJHOTO BH3yalbHOro mpu3Haka. lleHa 3a
TOBapbl BeCbMa IpUBJIEKaTeIbHAsA, HUXKE cpeqHepblHOuHON. [Ipu odopmuenun 3akaza Bam mpeanaratot
OCYILIECTBUTh JMOO TMpeAoIiaTy Ha KapTy OaHKa WIM SHAEKC.KOILIeNeK, JIMOO OIUIaTUTh 3aKas3
«HAJIOXKEHHBIM IUIaTeXoM». [IpucyTcTBHE BO3MOMKHOCTH HAJOKEHHOTO IUIaTeXa OOBIYHO CHUXKAET
o6nurenbHOCTh. OJIHAKO, CTOMT MOMHHTH, YTO MPU MOJYyYEHUH MOCBUIKU (TOBapa) B otneneHuu «lloura
Poccun» BBl cHayalla OIUIAUMBAETE HAJOXKEHHBIN IJIATEXK, KOTOPHIM BO3BpaTy Ha MECTE HE IOJUIEKUT, a
YK€ TOCJie MOXKET€ BCKPBITh YMAKOBKY IMOCBUIKHM. 3a4acTyl0 BMECTO OIUJJAYEHHOTO TOBapa B IOCBLIKE
MOTYT HaXOJUThCS MPEIMETHI, KOTOPBIE HE MPEACTABISAIOT LIEHHOCTH (JOCKH, KUPIIUYHM U UHBIE TIPEIMETHI),
100 TOBAPBI, CTOUMOCTb KOTOPBIX HU3Kas, OTHOCUTEIBHO CTOMMOCTH 3aKa3aHHOTO TOBapa.

[Ipu3Haky MOIIEHHUYECKON CXEMBbl Ha CalTaxX: OTCYTCTBHE OT3BIBOB IOKYIATENEW, MUHUMAJIbHBIN
uHTepdeiic, CKyIHble KOHTAKTHBIE JaHHBIE, IEPENHCKa BEETCS C 3JIEKTPOHHBIX TOYTOBBIX SIIIUKOB.

[To00HBIE MOIIEHHUYECKHE CXEMBl MOT'Y OCYIIECTBISTHCS U TOCPEICTBOM TelIe(OHHBIX 3BOHKOB C
Pa3IMYHBIX HOMEPOB, 3a4acTyl0 CTAI[MOHAPHBIX. 3BOHALIUI MpPEJICTaBIsIeTCS COTPYAHUKOM HHTEPHET -
MarasuHa, rpejyiaraeT Ha BBITOJHBIX YCIOBHUSX MPUOOPECTH TOBAp, a TAK)KE TOBOPUT O TOM, YTO BBHI YK€



o(opMIIsITM HHTEPHET-3aKa3bl U Yy Bac CKOIJICHO OIpEIeIEHHOE KOJIMYECTBO MOJAPOUHBIX 0aJUIOB, 3a CUET
KoTopbIXx Bam o0Oecnieuena ckuaka OT CTOMMOCTH.

2) Ilpu3biB o momouu. Ha wuHTEpHET pecypcax 3I0YMBIIUIEHHHKAMH pPa3MELIAeTCs JIOKHAs
uHpopmanusg o0 HaIWYUKM 3a00JIeBaHUS y OECIIOMOIIHOrO JHIA, U YTO HEOOXOAMMO JOPOroCTOSIIEe
neuenue. B cBsa3u ¢ yem Bac mpocsT okazare 6JaroTBOPUTENBHYIO MTOMOIIIb, IIyTeM MEPeBO/ia JIEHEKHBIX
CPEICTB Ha cyeTa 0AHKOBCKHX KapT, IM00 HHBIMU CIIOCOOAMU AJIEKTPOHHBIX IJIATEKEH.

KoHeuHo OBIBAIOT >KM3HEHHBIC CUTYAllMM, KOTJIa MOJOOHBIC TMPH3BIBBI K OJIarOTBOPUTEIHHOCTH
JNEHUCTBUTENFHO MOTYT MOMOYb CIACTU JKU3Hb KOMY-JIHOO, OJIHAKO, MPEXIe YeM MPUHATH MOA00HOE
pemieHre oOpaTuTe BHUMaHUE Ha CIEAYIOIIEe: Pa3MEIICHbI I KOHTAKTHBIC JIaHHBIE POJICTBEHHUKOB WU
poauTenel auia, KOTOPOMY HY)KHA MOMOIIb, COBIAJAIOT JIM MX JAaHHBIE C JAaHHBIMU BIIAJIENbIIEB KapT.
ITo3BOHUTE 1O yKa3aHHBIM KOHTAaKTHBIM HOMEpaMm, a €lle Jy4lle NONpoOyiTe HAaWTH UX B COLMAIBHBIX
CeTsIX.

3) 3BOHOK OT POJCTBCHHHKa, MomaBinero B Oemy. Pa3zmaercs 3BOHOK ¢ HEHM3BECTHOrO HOMEpa.
l'oBopsiuii, aganTUpysCh MO CUTYallMH, 3JOPOBAETCSA, U TOBOPUT «3TO s». JKepTBa, cpa3y acCOLUHUPYS
[10JICO3HATENIBHO TOBOPSILEr0 ¢ KEM-TO, KOTOPOI'O OHA HE y3Haja, MbITAETCS Y3HAaTh U B UTOI€ Ha3bIBacT
uMsi ONU3KOr0 4YeNOBEeKa. 3JIOYMBIIUICHHUK, IOJNb3yICh CHUTyallueil, corjamaercs C TeM, 4YTO HUMS
MIPUHAUIEKUT EMY, IIOCIIE Yero, HajaJuB NICUXOJIOIMUECKUN KOHTAKT C KEPTBOW, HAYMHAET PacCKa3blBaTh
UCTOPHIO O TOM, uTO OH nonai B 6exy (JTII, moman B monuuuio 3a mpecrymieHue, KOTOpoe He coBepIlal,
u 1.4.) Ilpu 3TOM 3adactyro K pa3roBopy MHOJKIIIOYAETCS] €ro COOOLIHUK, MPEACTABIAACH KaKHUM-JINOO
COTPYOHHUKOM  TOCCTPYKTYpbl W  TOATBEPXKAAeT  pacckasaHHylo  ucroputo. Ilocme  dgero
«TICEBJIOPOICTBEHHUK» MPOCUT NEPEBECTU JICHEKHBIE CPEACTBA, SIKOOBI JUIsl BBIXOJA M3 CUTYal[Md U €ro
0CBOOOXKIEHUS.

B cnoxuBIIeiics cuTyaluy Bbl TOJKHBI Cpa3y IOMHUTH O TOM, YTO MOJ0OHBIE BUAbl MOIIEHHUYECTB
CYLIECTBYIOT, U Cpa3y e 3a7aTh rOBOPSIIEMY JIFOOOH BOMPOC, CBSI3aHHBINA C BAIIMM 3HAKOMCTBOM U T.II.
Ecnu roBopsimuuii meiTaercs 3amyTrarb BaC U HE MOMKET OTBETUTh KOHKPETHO, TO Cpa3y e IpeKpaTuTe
pasroBop, 1abbl HCKIIOYUTH MICUXOJIOTHYECKOoe Bo3eiicTBre Ha Bac.

4) 3BOHOK OT paOoTHHMKAa OaHka (MPEACTABUTEIS CIYKObI Oe30macHOCTH). Pa3gaercss 3BOHOK ¢
HE3HAKOMOTO HOMepa. 3BOHSAIINI YBEPEHHBIM I'OJIOCOM MpPECTaBIsIeTCs PaOOTHUKOM OaHKa (B OCHOBHOM
HaszbiBaeTcs [IAO «COepbaHK»), YBEpEHHO YTBEpIKasi, YTO JKEPTBA SBISETCA KIUEHTOM OaHKa, M YTO B
OTHOILLICHUM HEro MPOHMCXOJAT MOIIEHHUYECKHEe ACWCTBUIl, HampuMep, MOCTyNuja 3asBKa B OaHK Ha
CIHMCAHME JIEHEXHBIX cpelcTB. [Ipy 3TOM roBopsuIMil 3aja€T HEOJHOKPATHO BOMPOCHI: MPOU3BOAUIHN JIH
BBl TIEPEBOJbl JCHEKHBIX CPEACTB, OIUIAYMBAIM ]I BBl TOBApHl Yepe3 CETh MHTEPHET, CHUMAIU JIU BbI
JICHEe)KHbIE CpelcTBa ¢ OaHKOBCKOM KapThl B mnocienHee Bpems. JKeprsa, Oynyun BBEIEHHOW B
3a01yX/IeHue, HauWHAeT OTBeYaTh Ha BOMPOCHL. HamaguB TCHXONOTMYECKUN KOHTAKT C JKEPTBOM,
MOILIEHHUK, MOJ| MPeaJoroM MpPecedeHHs] MOIIEHHUYECKUX JAEUCTBUA M BO3BpaTa SKOOBI MOXMILEHHBIX
JICHEeXKHBIX CPEICTB, MPOCUT Ha3BaTh HOMEP KapThl *KepTBHI, Aary Bhilycka u CVC KoJ, yKa3aHHBIM Ha
o0opoTHON cTopoHe KapThl. OOnanas yka3aHHOW HH(OpPMalMel 3JI0YMBIIJIECHHUK C JETKOCThbIO, MpPH
MOMOIIM JIETUTUMHO CYLIECTBYIOIIMX CHCTEM DJEKTPOHHBIX IIJIaTeXel, MOXKeT OecrnpensiTCTBEHHO
MOXUTUTh CO cyYeTa OAHKOBCKOM KapThl JIeHEXHbIE cpeacTBa. Kpome Toro, MHoOrna, mpu InepeBojax ¢
0aHKOBCKMX KapT Ha HOMep TejeoHa >KepPTBBl NPUXOJAT OT OaHKa CMC-KOJbI, MOATBEp)KIAIOIINe
nepeBo/ibl. JlaHHbIE KOJIbI 3JI0YMBIIIJIEHHUK TaKXKe MbITaeTCs OOMAaHHBIM ITyTEM BBIMAHUTb.

5) 3BOHOK OT COTpPYAHMKAa MOJUIMU (CIAEIACTBEHHBI KOMHUTET, NPOKYyparypa). 3BOHSIIUN
MIPEJICTABISIETCSl COTPYAHMKOM IPAaBOOXPAHUTENbHBIX OpPraHOB MW T.JI. TOCJIE 4YEero pazbsiCHAET
MH(OPMAIIHIO O TOM, YTO 110 MACIOPTY MOTEPIEBIIETO B KAKOM-JIN00 cyObekTe PO MOIIEHHUKY MBITAIOTCS
0(pOPMHUTH KPEIUT, MPU ITOM Ha3bIBAIOT JIOkHBIE PO ¢ BOMpOCOM, 3HAKOM JIM TaKOE MOTEPIEBIIEMY.
[Ipy ycTaHOBJIEHMH KOHTAKTa C MOTEPIEBLIMM, 3JIOYMBIIUIEHHUKH MPOCAT HPOU3BECTH pa3IUYHbIC
MaHUNYJISIUU: 0QOPMHUTH KPETUT B OHJIAlfH-KaOMHETE U OCYIIECTBUTh MX MEPEBOJI HA HOMepa Tesle(pOHOB
1 0aHKOBCKUX KapTa, MEepeBeCTU JIMYHbIE cOepeXeHUs1 Ha Te ke HoMepa Tele(OHOB, HAa3BaTh Pa3IMUHBIC
MapoJju, MePerTH Mo cChUIKaM U T.J.

Takxe MOLIEHHUKHA MOTYT 3BOHHUT MMOJ JIMYHMHON COTPYIHUKOB MPABOOXPAHUTEIBHBIX OPraHOB U
MPOCUTh MOTEPHEBIIMX IOY4YaCTBOBAaTh B 3a/lep)KaHUM MOIIEHHHUKOB, KOTOpBIE TIBITAIOTCS MOJYyYUTh
JOCTYyIl B CYeTaM IOTEPNEBIINX, IS ITOrO MPOCAT INEPEBECTH BCE CBOM JEHEKHBIE CpPEICTBA Ha



CTOPOHHMI CHYET, SKOObI 3aMOpO3MB YKa3aHHYIO CyMMy, OOelias, YTO yKa3aHHBIC JICHEXKHBIC CpPEICTBA
BEPHYThCS Ha CUET MOTEPIEBLINX CITYCTS KaKOe-TO BpeMsl.

B yka3aHHO# BBIIIE CUTYallUu HY>)KHO TIOMHHTb, YTO pAaOOTHUKH OaHKa MU COTPYIHUKHU MOJIHUIINU HE
OCYILLIECTBIISIOT MOJOOHBIX 3BOHKOB. [laske eciu Bam 1mo3BOHUT pabOTHHK OaHKa, TO OH B IIpaBe TOJIBKO
nonpocuTh Bac 3a0mokupoBaTh Bamry KapTy M oOpaTHTCs B Omwkaiimiee otaeneHue Oanka. JlaHHbIe
O0aHKOBCKOM KapThl, Takue Kak HOMep KapTel, a yx Tem Oonee kox CVC mnepeaaBath KOMY-IHOO
3aIlpeleHo, 1 HUKTO He BIIPaBe y Bac ero TpeOoBaTh.

6) IIproOpeTeHre TOBapoOB Ha caiiTax 0ObsIBICHUHN (ABHUTO | T.J.), 3aKa3 JOCTAaBKH Y€ro-JIH00 uepes
cepBuchl «bnabnakapy». IloTepnieBmmii caM HHUIUUPYET 3aKa3 TOBAPOB WUIIM YCIYT, TIPU 3TOM Tpu Oecene
CO 3JIOYMBIIUIEHHUKOM NE€PEXOIUT /sl OOIIEHUS B UHBIE CEPBUCHI, TakKue Kak «BarcAmy, «Tenerpamm» u
T.JO. YK€ B YKa3aHHBIX CEPBHCAX 3JOyMBIIUIEHHUK JUOO MPOCUT MEPEBECTH MPEAOIUIaTy 3a TOBAaphl U
yCIyrd, JIMOO MPHUCHUIAET CCBUIKY $KOOBI CepBHMCA II0 IEPEBOJY JEHEXKHBIX CPEICTB, 3a4acTyl C
JIOTOTUINIAMU «ABHUTO OIJIaTa», MOCJIE YEero MOTEPIEBUIMIA MEPEBOMUT JICHE)KHBIE CPEICTBA, HE TOIydast
IIPU 3TOM 3aKa3aHHbIE TOBApbl WIM yCIyrd. Takyke UMeNn MeCTO OBbITh Cllydau, KOTrJa IpHU BBOJE JTaHHbBIX
O0aHKOBCKOM KapThl TIOTEPIIEBIIETO B BBICIAHHOH €My CCBUIKE, JCHEXKHBIE CpEACTBa HauyMHAIU
CIMCHIBATHCS ABTOMAaTHUYECKU B Pa3HbIX CyMMax, He 3alpallnBas Ipy 3TOM Kakue-JIn0o MOATBEp K IatoIIne
KOJIBI.

7) 3BOHOK OT 0AaHKOBCKOW OpraHu3alMy ¢ poOOTH3UPOBaHHBIM TeKcToM. [loTepneBmemy pa3gaercs
3BOHOK C pOOOTH3MPOBAHHBIM TEKCTOM O TOM, YTO MOJaHa 3asiBKa B OaHK HA MEPEBOJ, OO0 HA MOTyUCHHE
KpeluTa Ha BHYIIUTENIBHYIO cyMMa. B 3TOT MOMEHT He KOHKpeTU3upyeTcs HM OaHK, B KOTOPOM I0JlaHa
3asBKa, HU JaHHbIe moTeprenmiero. [locme momoOHOro 3BOHKA pa3maeTcsi 3BOHOK YK€ OT SKOOBI
COTpyZHUKa OaHKa, KOTOPBIM YK€ J1aeT MOTEepIIEBIIEMY yKa3aHUs, KaK BBIUTH U3 CUTYallUH, NPUHYXKJIAs
nepeaaTh NepCcoHaNbHbIE JaHHbIE, JTHO0 OCYIIECTBUTH MEPEBO JICHEKHBIX CPEICTB. B naHHOW cuTyanun
HY>KHO ITOMHHUTB, 4TO OAHKOBCKHE paOOTHUKHM MOTYT 3BOHUTH KJIMEHTaM OaHKa TOJbKO C YBEJIOMHUTEIbHOM
nHpopManrel, HUKAKUX TIEPEBOJOB B TelNe(POHOM pEXKHME OCYIIECTBUTH HE BO3MOXKHO. B ciydae
MOJIy4eHHUsl IOJJOOHOI'0 3BOHKA CTOUT, IPH BOSHUKHOBEHUH COMHEHMSI, 00pPaTUTHCS B OAHK.

Ocoboe BHMMaHHE MPOIIY YISIUTh HH(YOPMAIMH O BO3MOXHBIX MOUICHHUYECKHUX JEHCTBUAX NpPHU
IIOMOILIY TOJIOCOBBIX IIOMOIIIHUKOB B YIIPaBJICHUN OaHKOBCKUMH CUETAMHU.

Ecnmu Bam 3BOHST M TIPOCAT OTBETUTH HA BOIPOCH! (PpazaMu «Ia» WIH «HET», TO €CTh BEPOSTHOCTh
TOTO, 4YTO B A3TO BpeMs NPOMUCXOJMT B3JIOM Ballero OAaHKOBCKOI'O cueTa MpH MOMOIIU T0JIOCOBOTO
yIpaBiIeHUS.



